[Insert your stores name and address here] 

[Insert date]  

[Insert name of local Federal Member 
Address] 

Dear  [add name of local Federal MP here]        ,  
Internet piracy /illegal downloading 
I am writing to you to explain how the illegal downloading of product is dramatically affecting my business and by example, take you through the easy steps of illegally downloading product from the internet.  

What steps is the Federal Government taking to minimise loss of earnings, estimated to be over $ 230 million, from copyrighted product that is obtained through internet piracy/ illegal downloading? This loss of revenue is seriously threatening the livelihood and businesses of video stores in Australia and of course is significant loss of taxes to the Federal Government
The rise of the Internet has ushered in a new media landscape in which it is increasingly simple to download digital copies of music, software, and home movies without physically purchasing products in the store. 

There are a number of main delivery methods of illegal movie and TV series files. Some are more widely known and are more “mainstream” and available to even casual users of the internet. Others are more “underground” and are aimed at more experienced user. The common factor is that they are all illegal and, largely un-enforced by the relevant authorities

1 BitTorrent 

BitTorrent is a peer-to-peer file sharing protocol used for distributing large amounts of data and is one of the most common protocols for transferring large files. It has been estimated that this protocol accounted for roughly 27% to 55% of all Internet traffic (depending on geographical location) as of February 2009 and is consistently growing.

It is apparent that this is one of the most accessible and user friendly ways in which to obtain illegal movie content. Non-technical savvy users can setup the BitTorrent client software easily and there is a plethora of available torrent sites offering copyrighted material free of charge to BitTorrent users.

BitTorrent clients are available to download for free and will operate on a variety of computing platforms (E.g. Windows, Mac OSX, Linux etc.). The protocol can distribute a large file without the heavy load on the source computer and network. Rather than downloading a file from a single source, the BitTorrent protocol allows users to join a "swarm" of hosts to download and upload from each other simultaneously. The protocol works as an alternative method to distribute data and can work over networks with low bandwidth so even small computers, like mobile phones, are able to distribute files to many recipients.

Once a user has installed the BitTorrent client they are then able to search for the BitTorrent “referrer” files which, once loaded into the client, will automatically begin downloading the file they have chosen. The speed of download is subject to a number of variables such as: internet connection speed, size of file & number of “seeders” (users who have a copy of this file on their PC).
There is no need for any user involvement in the process and the download can be left running whilst the user is not physically at their computer.

There literally thousands of BitTorrent client programs, both free and commercially available in order to access this content and a number of sites that provide the Torrent files required to access the content.
A search of sites such as www.isohunt.com, www.thepiratebay.org, www.torrentreactor.net, www.mininova.org & www.btjunkie.org, reveal that there is considerable product available that has not yet been released on DVD in Australia. There occasionally are even films that have not yet commenced their theatrical season in Australia also.

2 Forum share and file serving. 
Another vehicle for the distribution of illegally “ripped” DVD files is via user forums that are commonly known as “Warez” forums. These forums were initially setup by computer savvy internet users and were predominately used for the distribution of pirated software products (hence the abbreviation of Warez), however with the advent of firstly compressed music files and later files and compressed from DVD’s and those created by hand-held cameras in cinemas.

These forums are generally open only to invited users or can be as simple as merely signing up and being allocated an “account” that can only be accessed by user name/password.

Within these forums there is a culture that encourages the sharing of links to illegal files via file sharing sites that are usually hosted in Eastern European countries where the policing of copyright laws is far more lenient.
In order to gain some perspective on how these types of sites work we will look at 2 different elements:

1. The forums that provide the links to illegal files

2. The file sharing sites that host the actual content
Warez Forums

Warez refers primarily to copyrighted works distributed without fees or royalties, and may be traded, in general violation of copyright law. The term generally refers to unauthorized releases by organized groups, as opposed to file sharing between friends or large groups of people with similar interests. This term was initially coined by members of the various computer underground circles, but has since become commonplace among Internet users and the mass media.
There are literally 1000’s of these types of sites available on the internet offering a plethora of illegal files ranging from “cracked” commercial software, electronic books, mp3 music, TV Series & Movies. 
In order to demonstrate the ease in which an individual user is able to access these sites and the files available on them I have taken the time to setup an account that we can use. Browse to the following address:
 http://www.warezlobby.org/ 

and login using the following details:

user: avrra

password: avrra1

Once inside the forum browse to the movies section and you will discover that there are DVDRips available of titles not yet available on DVD in Australia. On visiting the site to research this project I discovered downloads of the following movies:

I am Number Four

The Rite

Hereafter

Harry Potter & the Deathly Hallows Pt1

Hall Pass

The Fighter
Plus many many more 
The sign-up process was relatively simple and took only 5 mins before I had full access to an enormous depository of illegally shared movies, music & TV Shows.

You will note that these sites do not actually host the illegal files themselves and are merely used as a vehicle in which to convey links to where users may obtain the offending content. This protects these sites from prosecution as they can argue that they do not host any content locally on their servers.

File Serving Sites

The method that pirates utilise in order to share this content with other forums is to upload the files to a publicly available File sharing site and then post details of these links within the user forum. These sites are generally hosted in European countries and whilst many of these sites will often remove copyright material if requested, it requires a complaint to be lodged by the copyright owners and there appears to be little or no consequence for the original uploader.
Although users are able to download for free from these sites (providing that they only download a capped amount of data in a given time period), these sites offer accounts which allow users an unlimited download limit, the ability to download multiple file simultaneously and faster download speeds. These accounts range in price dependant on; the particular site, type of account &  length of time the user signs up for this can range in price from $US0.99 per day to accounts that are active for 3, 6 or 12 months for anything up to $US99 per year.
Effectively this results in the hosts of these sites being remunerated for providing a service that allows the distribution of illegal content – surely this cannot be acceptable?

There are a number of these types of operations in existence; some of the more popular sites are www.rapidshare.com, www.fileserve.com, www.filesonic.com, www.megaupload.com and www.depositfiles.com amongst many others.

3  Streaming Media 

Streaming of digitally manipulated content is another source of piracy that is growing in popularity with the advent of faster broadband speeds as well as cheaper, high-end home PC equipment.
Sites such as YouTube, Vimeo & Veoh have given birth to a mass of users prepared to spend hours filming, editing and encoding hours upon hours of video that is uploaded from their home PC’s  to these sites.

In turn this has also created a massive audience of users tuning in to watch these videos streaming in real-time from websites on their home PC’s.
Additionally many content providers are buying into this technology advance and it is now common place to have digital versions of such content as advertisements, theatrical trailers and full episodes of TV series being made available legally through approved channels of the copyright holders.
Inevitably, pirates have turned their attention to this format as an additional method of delivery of content. Usually these files are a re-encode of digital content that they have 
obtained (possibly through one of the methods described earlier), re-encoded to a lower quality and re-uploaded to sites that host streaming video.
The uploader then posts links to his uploaded video on a content sharing site, blog or forum so that others may than click on the link and watch the content immediately.

Granted this method of delivery is reserved to those that have a fast enough broadband connection to keep up with the speed of the stream, however this method is growing very popular with younger internet users as it provides instant access to content without the need to wait for a file download.
All the issues described above are of grave concern to my industry as they have the potential of seriously threatening the destruction of the video industry and consequentially the livelihoods of those working in it.   
I look forward to your earliest response 

Yours sincerely 

[Sign letter and add your name here] 

